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TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2022

Upper and
Lowercase
Letters

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

Number of
Characters

Lowercase

Numbers Only Lattare

10
1"
12
13
14
15

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
2 secs
19 secs
3 mins
32 mins

Instantly
Instantly
Instantly
Instantly
Instantly
10 secs
4 mins
2 hours
2 days
2 months

P 4 years

100 years

Instantly
Instantly
Instantly
2 secs
2 mins
1 hour
EXEVS
5 months

 24years
1kyears
64k years

Instantly
Instantly
Instantly
7 secs
7 mins
7 hours

3 years

12kyears

Instantly
Instantly
Instantly
31 secs
39 mins
2 days

3 weeks 5 months

34 years

 3kyears

16 5 hours
17 2 days
18 3 weeks

3k years
69k years

B 57on e

> Learn about our methodology at hivesystems.io/password

92bn years
7tn years
438tn years

179bn years
11tn years
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TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Upper and
Lowercase

Numbers, Upper Numbers, Upper

Number of
and Lowercase and Lowercase

L
Numbers Only s

Letters
Characters Letters Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
1 sec
S Secs
52 secs

Instantly
Instantly
Instantly
Instantly
Instantly
3 secs
1 min
32 mins
14 hours
2 weeks
1 year

Instantly
Instantly
Instantly
1 sec
28 secs
24 mins
21 hours
1 month
6 years
332 years
17k years

Instantly
Instantly
Instantly
2 secs
2 mins
2 hours

53 years
3k years

202k years

Letters, Symbols

Instantly

Instantly

Instantly
4 secs
S mins

6 hours

5 days 2 weeks

10 months

3 years
226 years
15k years

1m years

898k years
46m years
2bn years

77m years
5bn years

9 mins 27 years 12m years

1 hour 713 years 779m years

14 hours 18Kk years 48bn years 380bn years
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Predicting ChatGPT Crack Speed

= 1000000000 H/s (MD5) == Trendline for H/s (MD5)
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E 10000000
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@

SN

" 100000 )

5= _A100 with 12 GPUs RTX 4090 with 12 GPUs

S A100 |tl'f\zl %OPVJg Mib RTX 4%1;3)64091? 1W ggg GPUs

A wit S

2 o A a8 & RTX 3%5)(() 3T090t\r'1\"1t hG%SPUS

— - | WI S

Q RTX 3090 with 1 GPUs

? 10 RTX 3080 with 1 GPUs

< RTX 3080 Ti with 1 GPUs

@ RTX 2080 with 1 GPUs

= 0.1 2080 Ti with 1 GPUs

g I I I l I
10 1000 100000 10000000
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